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Internet of Things – Technology Roadmap

2015

Internet of Things
Internet for real world objects: with identity, 

active role, are connected, interact with 
people, seamless information integration

Distributed service &
agent platforms,

SOA / WebServices

Distributed
sensors

platforms

Mobile device
and embedded

platforms 

Intuitive, appealing
user interaction

Software Intelligence
Intelligent, autonomous, 

situation adaptive, predictive 
and collaborative systems

IoT Infrastructure
Distributed, scalable, robust, 

(wireless) systems

Re-active, pro-active,
deliberative systems

Decision Making
(constraint solving)

Adaptation /
prediction

Coordination and
collaboration, auto-
mated negotiation

Swarm
intelligence

High-level
communication

Information gathering
and integration

Distributed data
management (databases, 
replication, synchroniz.)

Context percep-
tion, situation mod. &

understanding

Intelligent
Search

Identity
Management

Fixed & wireless
networks, mesh

networks

Short-range
communication

Things, sensors,
identification

Architectures, Metodologies,
Security

Agent Technologies
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Internet of Things – Technology Clusters

Sensors, Things 
& Connectivity

Wireless commu-
nication & networks

Distributed things,
sensors, identificat.

Information and 
Service Platforms

Distributed
service and

sensor platforms

Information
gathering, data
management

Architectures,
methods, tools,
standards, and
methodologies

Software
Intelligence

Autonmous,
re-active, pro-active

behavior
Situation modelling

& understanding, search,
identity mangmt. Intuitive, appealing

user interaction

Decentral
intelligence,

collaboration,
coordination
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Siemens‘ Products (Things)

EnergyIndustry and Automation

Medical

Others:

Sensors, 
Things &

Information 
Service

Architectures,
methods, tools,
standards, and
methodologies

Intelligent 
Software
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Sensors and Sensor Network Examples @ Siemens

Security level of smart cards on low-cost RFID product:

Chip area < 0.2 mm2; Computation time < 70 ms

Technology: Cryptography based on elliptic curves

Brand protection; no forge of the certificate of origin ZigBee- based self orga-
nizing Sensor networks

Multi-hop Ad hoc & Ad 
hoc Mesh Networking

Fully passive Sensors, e.g. RFID, Surface Accoustic Wave (SAW)

Semi-passiv Sensors, e.g. Backscatter

Active Sensors, e.g. Gas, Camera

Sensors, 
Things &

Information 
Service

Architectures,
methods, tools,
standards, and
methodologies

Intelligent 
Software

Source: Siemens AG, CT PS 6, PS7, IC2, IC3
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Siemens offering
RFID Systems for all Applications

Warehouse
logistics

WarehouseWarehouse
logisticslogistics

Manufacturing
lines (Auto)

ManufacturingManufacturing
lineslines (Auto)(Auto)

Assembly linesAssemblyAssembly lineslines

Production
processes
ProductionProduction
processesprocesses

DistributionDistributionDistribution

RF600RF600

RF300RF300
MOBY DMOBY DMOBY D

MOBY EMOBY E

MOBY IMOBY I
MOBY UMOBY U

ShippingShippingShipping

SCM /SCM / LogisticsLogistics ManufacturingManufacturingMaterial Material flowflow

CommissioningCommissioningCommissioning

2006 over 250,000 RFID read/write devices 
from Siemens are already in use!

Source: Siemens A&D
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ZOMOFI® – long range with „activeRFID“
Sensors, 
Things &

Information 
Service

Architectures,
methods, tools,
standards, and
methodologies

Intelligent 
Software

Multifunction Tags
• Unique ID
• Read & Write over the air
• Set Beacon Rate o. the air
• Mute function
• User memory 112 Bytes
• Unique long battery lifetime

Controller for all Tags
• Programmable Reading 

Range
• Interfaces :

Serial RS232/RS485 or
Ethernet WiFi/RJ45

• Reads 80+ Tags per second, 
up to 1000 Tags per Reader

• Suffisticated anti-collision

Sensor Tags
• Unique ID
• Temperature Sensor or

Motion Sensor

outdoor: 60m .. 160m (depending directional radio pattern of antenna)
indoor: 20m .. 80m (depending on room size and reflexions)

Source: Zeno Stämmer, Siemens Schweiz AG, EIP Z
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Chemical Sensors

Work-
place
security

Process-
control

-

, 

-

Air-monitoring

Heating
Cooking

Acetone Lambda

HC  HCl H2
HF

CH4

Ethanol

CO  

CO2

NO  

C2H2

Smell 

NO2

Humidity/
H2O  

O2

Antibodies

Toxins

Viscosity
Density

Particle
Load

Soot

Power train HVAC,
Comfort

Wellness,
Health

Environment

O3
Fill
Level

Material 
Quality

Fluids Media 

Temp.
contact less

Source: Dr. habil. Maximilian Fleischer, Siemens AG, CT PS 6

Sensors, 
Things &

Information 
Service

Architectures,
methods, tools,
standards, and
methodologies

Intelligent 
Software
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Information and Service Platforms
- Sensor and Context Management Framework

K
now

ledge M
odel

Local
Processing

Sensor

Local
Processing

Data base

Data Acquisition and Management

Local
Processing

Content 
Generator

World State Integration

Reasoning Engine

Reasoning Engine

higher level 
information

higher level 
information

higher level 
information

Local
Processing

Sensor

Local
Processing

Data base

Local
Processing

Video 
camera

Mapping of aggregated 
information to concepts of 
the information model

Multi-layer Reasoning
• Ontology based 
• Rule based Pellet

MICAz

Situation Model

Information Model

Standardized languages 
(OWL, SWRL, SensorML…)

Query

• Distributed, heterogeneous 
data sources

• Large amount of data

P2P / Distributed Databases
RFID / Sensor Platforms

Sensors, 
Things &

Information 
Service

Architectures,
methods, tools,
standards, and
methodologies

Intelligent 
Software
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Software Intelligence
- Agent Technologies

Modeling and Integration
• World / System Modeling
• Information / System Integration
e.g. modeling of context / environment, 

human behavior / processes / 
capabilities / preferences, ontology / 
model engineering, model patterns, 
data source abstraction, information 
fusion, tool integration, filtering, search

Represent a physical object or human 

actor and fulfil specific tasks

Integrate heterogeneous data sources

Sensor2814
Sensor-M2814a
:WILM.Sensor

362kN

:timestamp

2007-04-25
13:34:44

:measuredWheelImpact

:hasLocation

43;49

:isSeries

SieWILM
:Series

MaintenanceMunich
OrgMunich

:Maintenance

:hasCapacity

3 teams
:timestamp

2007-04-25
14:12:10

:hasMaintainer
Frank

:Maintainer
:hasSkill

Switches
:TrackParts

:hasSkill

Signals
:TrackSide

:hasMaintainer Peter
:Maintainer

MAPE
(Monitor, 

Analyze, 

Plan, 

Execute)

Local Intelligence
• Context / Situation Understanding
• Autonomous Behaviour, Decision

Making, Adaptation
e.g. control theory, rule engines, utility

theory, decision networks, knowledge 
based reasoning, planning, scheduling, 
matchmaking, learning, contraint
solving, social intelligence, emotions

Analyse complex environments

Assist by decision making, planning, 

prediction; execute, adapt behaviour

Sense, Search, Interpret

Control, Decide, Plan, Predict

Ac
t, 

Re
sp

on
d,

 A
da

pt

InputOutput

Communicate and share information

Coordinate and cooperate in dynamic, 

heterogeneous distributed environments

Distributed Intelligence
• Communication, Interaction 
• Cooperation / Coordination
e.g. game theory, market-mechanisms, 

auctions/negotiations, voting/grouping, 
conflict resolution, distributed planning 
/ reasoning, high level communication, 
interaction protocols, conversations, 
swarm intelligence, emergent behavior

A

A A

A

A A
common
informatio
n model

Sensors, 
Things &

Information 
Service

Architectures,
methods, tools,
standards, and
methodologies

Intelligent 
Software
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NFC-Phone: Mobile Ticketing, mobile 
payment and transaction, access info, 
peer-to-peer communication

Example: Easy Ticketing with NFC
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Example: Corporate Phone - RFID based Mobile Medical Assistant

Different Roles: Chief of Medicine, Doctor, Nurse

Login and role selection Role specific functions
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Example: Context Aware Personal „Daily“ Assistant
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Example: Intelligent Train Compartement
Temperature = warm
Light Intensity = dark
-> Person is sitting here

Light Intensity = bright
Sound Intensity = silent
-> Suitable for reading

I’m looking for a 
compartment 

where I can read 
undisturbed.
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Example: Emergency Monitoring and Prevention

W
or

ld
 a

nd
 K

no
w

le
dg

e 
M

od
el

Perceiving and Understanding

Deciding and Acting

World State Integration

Decision Making

Autonomous Behavior

Situation Understanding

Sensors and Data Sources

Human Machine Interface

Acquisition and Pre-Processing

Elderly user’s home

Emergency Medical Service

Emergency Dispatch Centre

Family & Caregivers

EC Project EMERGE
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Example: Integrated Railway Monitoring I

Aggregation & 
Persistence

Semantic
Transformation

Distributed
Reasoning

Repository
Agents

Real-World
Information DatabasesSensors

Parser /
Adapter
Agents

Reasoner
Agents

Collaborative
Service Agents 

In
te

gr
at

ed
 S

ys
te

m
 M

od
el

Intelligent Monitoring 
Services

Distributed Services Environment

Geometry
hasWheelImpact

hasDeviation

hasGradient

Tack

WILM
(kN)

hasLocation

GPS
(long,lat)

hasGeometry

hasSensor

WILMSeries

Gradient 
(degree) Deviation.

(mm)

hasMaintenanceStatus

Status

Transformation 
Agents:

Integrate data bases
Integrate existing 
sensor information

EC Project InteGRail
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Example: Integrated Railway Monitoring II

Aggregation & 
Persistence

Semantic
Transformation

Distributed
Reasoning

Repository
Agents

Real-World
Information DatabasesSensors

Parser /
Adapter
Agents

Reasoner
Agents

Collaborative
Service Agents 

In
te

gr
at

ed
 S

ys
te

m
 M

od
el

Intelligent Monitoring 
Services

Distributed Services Environment Service Agents:

Intelligently assist and support the
user in difficult tasks with: 

Decision support
Decision making
Autonomous behavior
E.g.: “Show all damaged tracks.”

Technologies:
Rule Engines, e.g. FIRE (IC6)
Constraint Solver, e.g. Choco
Match-Maker, e.g. SieMatch (IC6)
Market-Mechanisms, e.g. 
NegEngine (IC6)
Planner, e.g.: JPlan

EC Project InteGRail
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Example: Cooperative Traffic Control

Decentral control mechanisms emerge to global control by self organization 
wrt. load and coordination

Vehicles carry control information from one crossing to the other

Dynamic green waves emerge by self organization

Cooperative green wave 

Self organizing traffic net

Source: P.Mathias, Siemens ITS
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Example: Cooperating Cleaning Robots

Cleaning of large rooms, by using multiple 
robots (airports, train stations, hospitals, ...) 

Tasks:
• The area must be 

partitioned among the 
robots

• Paths for complete coverage must be 
planned

• Collisions must be avoided

• Assumption:
• The robots can communicate, but only 

locally (the communication range is limited)
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Examples: Self-organizing Production and 
Airport Baggage Logistics

Disadvantages of transfer lines
dedicated machines

rigid material flow

Project “Production 2000+” (DaimlerChrysler, 

Siemens, Schneider, …)

Introduce more hardware flexibility
Flexible transportation system

Control:
auction based market mechanism

work pieces push themselves

machines limit work-in-process 

Flexible machine

switch
agent

machine
agent

work piece agent

machines control their work load

work pieces find their way

switches direct
the traffic

„I need an X-Ray"

„There are three X-Ray
machines available" Project “Internet Of Things”

„Flight LH 4711 
2 hrs. delay"

"Ok. I have to go to a 
baggage stock"

Source: Siemens AG, CT SE 5
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Example: Digital Product Memory

1.) Enhancement of real-world objects with
digital memories and sensing capabilities

2.) Infrastructures, information models and 
execution environments for automated
generation of Digital Product Memories

3.) Support of multi-modal user interaction
with the digital product memory

4.) Applications in business processes:
- Warehouse / Retail / Consumer support
- Transport Logistics
- Manufacturing
- Maintenance

German Project SemProM

Partners: DFKI, BMW, 
Deutsche Post, Globus, 
7x4 Pharma, SAP, Siemens
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Summary

Internet of Things
Automates distributed dynamic environments and 
processes
Improves user convenience
Affects infrastructures, services, applications and 
user interfaces

Wide spectrum of promising application areas:
Automation&Control
Transportation&Logistics
Health, Home
Services&Robotics

Now: Sensors and Connectivity technologies, 
Information and Service platforms are on the way

Future: Software Intelligence / AGENT TECHNOLOGIES 
and User Interaction are the key factors for realizing
the Internet of Things!


